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In order to effectively solve the problem of data transmission security and peak-to-average ratio (PAPR) in an orthogonal
frequency division multiplexing passive optical network (OFDM-PON) transmission system, in this paper, a joint encryption
scheme of discrete cosine transform (DCT) and selective mapping (SLM) based on chaotic mapping is proposed. In this scheme,
the chaotic sequence of a 3D Lorenz chaotic system is used as the row and column index of the DCT matrix and the phase factor of
SLM to resist selective plaintext attack, and the system encryption is realized while reducing PAPR. The theoretical analysis and
numerical simulation show that the common OFDM-PON, the proposed algorithm, can obtain a PAPR suppression gain of
~4.8 dB and improve the receiver sensitivity by ~4 dB (BER@Q10~?). In addition, it shows that, with the increase of row/column
index mismatch of the DCT matrix, the bit error rate of the system increases gradually. An encrypted data transmission of 8 GB/s
16-QAM optical OFDM signals is successfully simulated over a 20 km standard single-mode fiber, which proves the excellent

confidentiality of the proposed secure transmission.

1. Introduction

Orthogonal frequency division multiplexing passive optical
network (OFDM-PON) technology has the advantages of
strong antifiber dispersion, low cost, and high spectrum
utilization, which has caused great concern in next-gener-
ation optical networks [1-4]. However, because of the
broadcast nature of the PON system, data are highly vul-
nerable to illegal theft during transmission [5]. At the same
time, excessive PAPR in the OFDM-PON system will ag-
gravate the damage of optical components and worsen the
system performance. Therefore, how to guarantee data se-
curity and suppress PAPR is a challenge for the current
OFDM-PON system [6, 7].

At present, many methods based on chaotic systems
have been proposed to enhance the security of the physical
layer of the OFDM-PON system and reduce the PAPR. For
example, chaotic sequences are used as the phase factors of
selective mapping (SLM) and partial transmission sequence
(PTS) to realize data encryption and reduce PAPR [8, 9].
Chaotic sequences generate random interleavers and phase

sequences to scramble OFDM signals [10]. However, the
probabilistic methods mentioned above require additional
sideband information and bring higher computational
complexity with the increase of the number of chaotic se-
quences required. Different from the abovementioned
scheme, the Walsh-Hadamard (WHT) matrix [11], Discrete
Hartley Transform matrix (DHT) [12], constant envelope
zero autocorrelation (CAZAC) matrix [13], Discrete Fourier
transform (DFT) matrix [14], and improved discrete Fourier
transform matrix [15] achieve system encryption and reduce
PAPR. In addition, the computational complexity of the
algorithm is relatively low. However, due to the single en-
cryption method, the encryption level is not very high, and it
may be more effective if combined with other encryption
methods. There are other schemes, such as encrypting the
QAM symbols by separating the virtual and real parts [16],
using constellation expansion and chaotic signal interleaving
to obtain a large key space and improve system security [17].
In the recently proposed clipping noise compression (CNC)
method, a preset normalization factor is introduced to re-
place the calculation of the average amplitude of clipping
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noise in the compression process with the original CNC
method to reduce PAPR [18]. A low-complexity PAPR
reduction scheme combines multiband- (MB-) Hadamard
precoding and clipping for the optical OFDM system [19].
However, these methods only consider the encryption effect
or PAPR reduction, and some encryption methods are
relatively simple, without combining multiple algorithms to
turther consider data security and PAPR reduction.

Aiming at the security of the OFDM-PON transmission
system and the performance loss caused by high PAPR, this
paper proposes a joint encryption algorithm of the DCT
matrix and SLM based on chaotic mapping. The algorithm
firstly uses the chaotic sequences as the key to perform row-
column replacement on the DCT matrix and then uses the
sequences to select the phase sequence of the SLM. The
numerical simulation results show that compared with the
original OFDM signal and the traditional SLM, the double-
encrypted signal can obtain PAPR suppression gains of
~4.8dB and ~0.8dB, respectively. Among them, the dual
encryption system creates a huge key space of ~6.34 x 10%%?,
which has a good ability to resist selective plaintext attack,
and well guarantees the antiattack ability of the transmission
system. At the same time, an encrypted data transmission of
8 GB/s 16-QAM optical OFDM signals is successfully sim-
ulated over 20 km standard single-mode fiber, which proves
the excellent confidentiality of the proposed secure
transmission.

The rest of this article is arranged as follows. Section 2
presents the block diagram of the OFDM system encryption
principle used in the analysis and simulation in this paper. In
Section 3, the principle of PAPR is introduced and the
theoretical verification and analysis of the proposed method
are carried out. Section 4 presents the results and discusses
them. Section 5 gives the conclusion.

2. System Model

The principle of DCT-SLM algorithm implemented in the
OFDM-PON system for data encryption is shown in Fig-
ure 1. The pseudorandom binary sequence (PRBS) is serial-
to-parallel (S/P) transformed, and the sequences after QAM
(Quadrature Amplitude Modulation) mapping are sent to
the encryption module for data encryption. After the chaotic
DCT matrix and the SLM encrypted signals, the sequences
with the smallest PAPR value are selected for transmission in
the optical channel. At the sending end, the encryption
algorithm is mainly divided into two parts. First, the chaotic
sequence after double preprocessing will be used as the index
value of the specific row/column permutation of the DCT
matrix to implement the first encryption. Secondly, the
signal transformed by the DCT matrix is multiplied by the
corresponding chaotic phase factor to achieve the second
encryption, thereby enhancing the security performance of
the transmission system.
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3. Description and Analysis of the
Proposed Method

3.1. Description of PAPR. The PAPR value of each symbol of
an OFDM signal is defined as

max(|s ()|*)
E{lsl’}
where E{-} is a mathematical expectation operator And s(t)

is the discrete time-domain signal. If the amplitudes of all
subcarriers are normalized, then E~{|s(1‘)|2 } = N. Therefore,

max(|s (¢)[) 2
—N

PAPR = (D
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where N is the number of system subcarriers. Among them,
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In (3), T is the OFDM symbol length, R{-} is the op-
eration of taking the real part, and Cy (n) is the nonperiodic
autocorrelation function of the matrix transformed se-
quence, which is defined as

N-1-n
Z yky;:Jrn’ 0<n<N-1,
k=0
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Y Yy ~(N-1)<n< -1
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From the definition of the aperiodic autocorrelation
function, we can get Cy (n) = C§ (-n).

e
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Therefore, the PAPR value of the OFDM signals has a
certain relationship with the nonperiodic autocorrelation
function of the input sequence before IFFT. The peak value
of the nonperiodic autocorrelation function is the average
energy of the input sequence. If the system subcarrier does
not change, the peak value depends only on the input se-
quence. Therefore, the smaller the aperiodic autocorrelation
function of the input sequence before IFFT, the smaller the
PAPR value of the signals.

A more effective definition method is to describe the
PAPR properties of the signals using the complementary



Mobile Information Systems

Chaotic DCT
matrix

permutations

Chaotic system

PAPR
optimisation
Cyclic prefix

FIGURE 1: Schematic diagram of the double-encryption system based on DCT-SLM algorithm.

cumulative distribution function (CCDF) from the proba-
bilistic perspective [20]. The CCDF of PAPR is defined as

CCDFyp,pp = prob (PAPR > PAPR,), (6)

where PAPR, is the reference level and prob(-) is the
probability operator.

3.2. The Proposed Method. In this paper, the DCT-SLM
algorithm is encrypted using the chaotic sequence generated
by the 3D Lorenz chaotic system. The iterative expression is
shown as follows [21]:

x=-a(x-y),

(7)

y=-xz+rz-Y,
zZ=xy-bz,

where a, b, and r are the parameters of the hyperchaotic
system. When a = 10,b = 8/3,r = 28, the system is in the
hyperchaotic state, and the generated chaotic sequence
shows good randomness. We set the initial value of the
hyperchaotic system to x, = 5.25, y, = 1.24,z, = 0.5 and
use MATLAB for numerical simulation. The Runge-Kutta
method step is set toh = 0.02. After several iterations, three
sets of chaotic sequence values are generated: {x,}, {y,}, and
{z,,}, where {x,} and {y,}are used for DCT matrix row and
column permutation encryption and {z,} will be used to
construct the phase factor of the SLM method. However,
each chaotic sequence needs to be preprocessed. The specific
process is shown as follows [22]:

(8)

where Extract (x,m,n, w, v) returns a random integer con-
sisting of the m™, ', w™, and v'" digits of the fractional part
of the chaotic sequence value {x,}, The values of m, n, w, and
vrange from 1 to 15. mod ( f, N) returns the integer that f is
the remainder of N, and N indicates the number of sub-
carriers. Then, each random integer between 0 and N — 1 is

D, ; = mod (Extract (x,m, n,w, v), N),

used as the encryption key. After the first preprocessing, {x,,}
and { yn} are also sorted, and then, the position is indexed for
DCT matrix encryption. The specific operation method is as
shown as follows:

D, ; = sort(x),

D,;= sort(y), ©)

where the sort function defaults to returning the index value
in ascending order.
The DCT matrix can be represented by [23]

'%, m=1,
C(m,n) = - \/Zcos(m—l)(Zn—l)n (10)
N 2N ’
 m=2,...,N,
where m is the row number of the matrix; n = 1,2,..., N is

the column number of the matrix; and N is the size of the
matrix. The DCT matrix is also an orthogonal matrix,
CCT = CTC = NI, and T is the transpose of the matrix.

In this paper, we assume that the standard DCT matrix is
represented by C{¥):

CON =11 0(2);...;6(N)], (11)

where ¢(1);¢(2);...;¢(N) represents the row vector of
matrix C. The matrix after the row permutation with the
digital chaotic D, , can be expressed as

Clan = [#(Den (D); $(Dsy )); - $(D,,s ()],
(12)

and similarly, by column permutation by D, ,, the matrix
after row and column permutation is as follows:



o =[6(D,,,(1);¢(D,,(2));...:¢(D,,,(\))].
(13)

Assuming that P and Q are the row and column per-
mutation matrices on the DCT matrix, respectively, the DCT
matrix after chaotic row and column permutation has the
following properties:

cW = pc,
c? = pCQ, (14)
cor _ QTCTPT)

cPc®T =pc(QQ")C'P' =PCIC'PT = NI (15)

It can be seen from (15) that the encrypted DCT matrix
also has orthogonality, which means that we can decrypt by
multiplying its orthogonal matrix.

It is assumed that the signals processed by DCT matrix
encryption can be expressed as 8 = [B;, B;> - - -» Bn-1], Where
B represents the k™ subcarrier and N indicates that the
length of the phase sequences is also the number of sub-
carriers. In order to implement chaotic SLM encryption, we
assume that there are V different random phase sequences
and the chaotic sequence D, is used to generate all phase
sequences P,

P,=[P,Pyys.. s Py, (1v<V), (16)
where P, is represented by
P, = expjanZ*"/N, (0<k<N-1), (17)

and after the sequence f3 is multiplied by the phase sequences
P,, the secondary encryption of the DCT-SLM algorithm is
completed. The encrypted signal A, is

A, =p®P, = [ﬂOPv,O’ﬂIPv,l’ e ’ﬁN—va,N—l]’ (18)

where ® denotes the component-wise vector multiplication.

Figures 2(a) and 2(b) are autocorrelation and cross-
correlation curves of chaotic sequences, respectively. Among
them, the autocorrelation function of the chaotic sequences
approximates the § function, the cross-correlation value is
very small, and the overall distribution is zero, indicating
that the correlation of the chaotic sequences is low. The
correlation of candidate signals in the SLM algorithm de-
pends largely on the correlation of the phase sequences. The
lower the correlation, the better the suppression effect of
PAPR.

On the basis of the property of sensitive dependence on
initial conditions, only a minor deviation from the original
value will transform the chaos into another significantly
different status. Figure 3 shows that the initial value has only
a slight change (1 x 10~ %), which also gets different chaotic
sequences. Therefore, the chaotic sequences generated by (7)
are suitable for encryption of the OFDM-PON system and
protect legitimate users from being attacked.
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4. Simulation Results and Discussion

4.1. Simulation Results of PAPR. The number of simulated
OFDM symbols is 10%, the modulation mode is 16-QAM,
and the number of subcarriers is 64. Figure 4 shows the
PAPR suppression based on the number of random phase
sequences (V) between the original SLM and the chaotic
SLM algorithm. It can be seen that both the original SLM
and the encrypted SLM have obvious a PAPR suppression
effect, and the effect is roughly the same. Therefore, com-
pared with the original SLM, the chaotic encrypted SLM only
plays the role of encryption and does not affect the effect of
PAPR. In addition, with the increase of V, the PAPR sup-
pression effect of the system is also better (in this article, V' is
8).

As can be seen from Figure 5, at CCDF = 10"*, the
encrypted DCT matrix and original DCT matrix have a
nearly identical effect on PAPR suppression. The encrypted
SLM is also roughly the same as the original SLM. In other
words, compared with the original algorithm, the single
chaotic encryption algorithm only plays the role of en-
cryption. However, in addition to the encryption effect of the
joint encryption algorithm mentioned in this article, PAPR
also has a good reduction effect. Compared with the original
OFDM signal, DCT matrix, and SLM method, the joint
encryption scheme can improve the PAPR suppression
performance by ~4.8 dB, ~2.6 dB, and ~0.8 dB, respectively.

Figure 6 shows the PAPR reduction of the SLM algo-
rithm and other precoding matrices. It can be seen that,
among many matrix algorithms, the WHT matrix has the
worst effect of reducing PAPR, only about 1 dB; the effect of
CAZAC, DFT, and DCT in reducing PAPR is basically the
same, about 2.2 dB. In addition, compared to the precoding
matrix algorithm alone, the SLM algorithm has the most
obvious suppression of PAPR. In order to better compare
the effect of combining various precoding matrices with
SLM algorithm to reduce PAPR, it can be seen from Figure 7
that when various preprocessing matrices are combined with
the SLM algorithm, the DCT-SLM algorithm has the best
PAPR reduction effect of about 4.8dB. The remaining
preprocessing matrix combined with the SLM algorithm
cannot achieve the effect of further reducing the PAPR,
which is roughly the same as the effect of the SLM algorithm
alone.

4.2. Simulation Results of Encryption. In order to discuss the
security performance of the joint encryption scheme, we
analyzed the bit error rate of the system when the row and
column index values of the chaotic DCT matrix do not
match. Among them, 128-IFFT point is applied, of which 64
subcarriers are used to load the 16-QAM mapped data and
another 64 subcarriers load corresponding complex con-
jugate data to meet the requirement of Hermitian symmetry,
thereby achieving the real output data. The cyclic prefix (CP)
of 1/8 OFDM symbol length is added to each OFDM symbol.
All the mentioned procedures are performed offline by



Mobile Information Systems

0.8 |
0.6 |
04 |
0.2 |

0 oA s

-0.2 : : : :
~2000 -1500 -1000 -500 0

Time lag
(@)

Autocorrelation function

500 1000 1500 2000

0.8
0.6 +
04
0.2
e AP ottt
2 : : : :
-2000 -1500 -1000 -500 0

Time lag
(®)

Cross-correlation function

500 1000 1500 2000

FIGURE 2: Properties of the 3D Lorenz chaotic system. (a) Autocorrelation function. (b) Cross-correlation function.
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FIGure 3: Chaotic sequences under tiny change of the initial value.

MATLAB programs. Then, the encrypted OFDM signals are
loaded into Optisystem software for transmission. As shown
in Figure 8, as the number of row and column index mis-
matches increases, the system’s bit error rate increases
significantly, where the received optical power is set to
—-9dBm. Also, we can also see from the constellation dia-
gram of the system that when the number of mismatches is 0,
the constellation diagram is restored normally. When the
number of mismatches is 1, the constellation diagram has
begun to show slight deflection and divergence. When the
number of mismatches is 9, the system’s constellation is very
confused and unrecognizable. According to the above-
mentioned analysis, after the row and column permutation
encryption is performed on the DCT matrix, PAPR sup-
pression is achieved, and the security performance of the
system is also increased.

Figure 9 is a plot of the bit error rate (BER) and con-
stellation diagram for the different received optical powers of
double-encrypted signals, original signals, and the illegal

ONU under an optical transmission of 20 km and back-to-
back (B2B) conditions. When the BER is 1073, in the case of
B2B transmission, compared with the original SLM and the
original OFDM signals, the receiving sensitivity of the
double-encryption scheme can be improved by ~1dB and
~3 dB, respectively; In the case of 20 km SSMF transmission,
the receiving sensitivity of the proposed scheme can be
increased by ~1.7 dB and ~4 dB, respectively. In the case of
illegal OUN, the BER under each received optical power is
almost stable at around 0.5, which shows that the correct
transmission data cannot be stolen at all. At the same time,
when the received optical power is —9 dBm, the data con-
stellation received by the illegal ONU is almost unrecog-
nizable, which further proves that the double-encryption
system has strong confidentiality and feasibility and can
successfully resist illegal users from stealing data.

The comparative analysis on key space, complexity, and
PAPR improvement with the existing schemes is listed in
Table 1. For the WHT matrix scheme, since its own elements
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FIGURrE 5: Comparison of PAPR between the proposed joint encryption scheme and single encryption scheme.

are selected between [-1, 1], the calculation complexity of
the row and column permutation of the matrix is very low,
but the reduction of PAPR is very small. The CAZAC matrix
scheme only needs bit replacement, XOR operation, ex-
traction operation, and a small amount of matrix multi-
plication, so the proposed scheme also has medium
computational complexity. But, the reduction effect of PAPR
is not the best. For the DFT scheme, the computational
complexity is very high due to the introduction of chaotic
subcarrier allocation. In addition, if two real constants are
tested exhaustively, the DFT matrix will be destroyed and the

security of the system will be greatly reduced. Compared
with the abovementioned solution of the preprocessing
matrix, in the double-encryption algorithm we proposed,
because the calculation complexity of the row and column
permutation of the DCT matrix is very low, the calculation
complexity of the entire algorithm is concentrated on the
IFFT calculation inside the SLM, and the computational
complexity after the combination also belongs to the rela-
tionship of addition, not multiplication. Therefore, the
computational complexity will increase based on the DCT
matrix, but it has a very obvious effect on reducing PAPR.
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The double-encryption scheme of the DCT matrix and the
SLM algorithm can complement each other in encryption
methods, further promote PAPR suppression, and provide a
very large secret key space to guarantee the secure OFDM-
PON data transmission.

The ability to defend against theft by illegal users de-
pends on the size of the key space of the encryption system.
The key space of the double-encryption algorithm is mainly
determined by the order of the DCT matrix and the phase

factor of the SLM algorithm. Among them, the order of the
DCT matrix is 64, which can create a key space of
64! x 64! ( ~ 1.61 x 10'78), and the number of phase factors
of the SLM can also provide a key space of about
64% ( ~ 3.94 x 10''°). Therefore, the total key space of the
double-encryption system is ~6.34 x 10*. The current
calculation speed is~3.38 x 107 s!  [10], and it
takes~5.95 x 10%%® years to obtain the transmission data of
the system through an endless brute force experiment.
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TaBLE 1: The comparative analysis among our scheme and other preprocessing matrix schemes.

Scheme Complexity PAPR reduction Key space
WHT [11] L ~1dB ~10'7°
CAZAC [13] M ~2.8dB ~10160
DFT [14] H ~2.6dB ~10%
Our H ~4.8 dB ~10%3

WHT: Walsh-Hadamard transform; CAZAC: constant envelope zero autocorrelation; DFT: discrete Fourier transform; L: low; H: high; M: medium.
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5. Conclusions

In this paper, a double-chaotic encryption algorithm
combining a DCT matrix and SLM is proposed to enhance
the physical layer security in OFDM-PON. The encrypted
DCT matrix and SLM algorithm enhance the security of the
system, while reducing the PAPR, further demonstrating the
high confidentiality of the double-encryption algorithm. The
simulation results show that, for the original optical OFDM
signals, the algorithm can obtain a PAPR suppression gain of
~48dB (QCCDFof 107*) and increase the receiving sen-
sitivity of ~4 dB (BER@10?). Therefore, the scheme can be
applied in a next-generation OFDM-PON system for im-
proving system security and system performance.
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