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Abstract. Attribute-based signature (ABS) is a new cryptographic primitive, in which a signer can sign a message with his
attributes, and the verifier can only known whether the signer owns attributes satisfying his policy. Moreover, the signature
cannot be forged by any user not having attributes satisfying the policy. ABS has many applications, such as anonymous
authentication, and attribute-based messaging systems. But many applications may require a user obtaining attributes from
different authorities, which calls for multi-authority ABS schemes.

In this paper, we first propose a multi-authority ABS scheme, called TR MABS, adopting an attribute tree to support
expressive policy consisting of AND, OR, threshold gates. As TR MABS brings in expensive cost on adding or removing
attribute authorities, we present another multi-authority ABS scheme, named DNF MABS, which uses a disjunctive normal
form (DNF) to express a policy, bringing in the capability of implementing NOT gate. To prevent collusion attack, we adopt a
unique global identity (GID) for a user to combine his attribute keys and identity. Moreover, we use a central authority to assure
the usability of attribute keys a user getting from different attribute authorities, make the verification independent of user’s
identity, and allow attribute authorities’ dynamic change. Our schemes fit the requirements of applications, and also distribute
the trust to authorities in the system. In addition, we prove the security of our schemes under computational Diffie-Hellman
assumption.
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1. Introduction

In attribute-based systems, users obtain multiple attributes from one or more attribute authorities, and
their roles depend on the combination of attributes they possess. A user’s capabilities (e.g., sending or
receiving messages, access to a resource) depend on their attributes. While offering several advantages,
including low cost on management and flexibility on access control, such systems also present funda-
mental cryptographic challenges. Recently, attribute-based encryption schemes [1–3] have emerged to
tackle some of encryption challenges. And solutions for authentication have been proposed one after the
other [4–7].

The requirement of authentication in an attribute-based system differs from that offered by digital
signatures, in much the same way public-key encryption does notfit the bill for attribute-based encryption.
An attribute-based solution requires unforgeability and signer anonymity, similar to group signatures [8],
ring signatures [9], and mesh signatures [10]. A valid signature does not reveal any further information
about which of the ways was actually used to generate it. However, a ring signature reveals the list
of possible signers explicitly, and a group manager in the group signature can revoke the anonymity
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of any signer. And mesh signatures require collusion of users, which compromises unforgeability of a
signature.

To satisfy the requirements of authentication in attribute-based systems, attribute-based solutions
have been proposed, such as attribute-based group signatures (ABGS) [4,11–14], attribute-based ring
signatures (ABRS) [7,15,16], and attribute-based signatures (ABS) [5,6,17–26]. But ABGS has the
drawback of anonymity revocation as the group signature, which cannot satisfy the requirement of signer
privacy. And ABRS reveals the attributes of a signer used to generate the signature.

ABS was proposed in [5,6], where users cannot forge signatures with attributes they do not possess
even through colluding. Although the ABS scheme in [5] reveals the set of attributes satisfying the
policy, subsequent research of ABS offers an attribute-signer privacy guarantee for the signer, that is,
a legitimate signer remains anonymous without the fear of revocation and is indistinguishable among
all the users whose attributes satisfying the policy specified in the signature. ABS is useful in many
important applications such as access control in attribute-based systems.

In an attribute-based signature scheme, users get their secret keys according to their attributes from an
attribute authority. A signer with an attribute set can use his secret key to sign messages using any subset
of his attribute set. A signature can be verified against a policy of attributes, and verification succeeds if
the signer’s attribute set satisfying the policy. Under this notion, a signature attests not to the identity of
the individual who signed a message, but a claim regarding the attributes the underlying signer possesses.

According to the policy the scheme supporting, existing works of ABS can be divided into threshold
ABS [17,18,22,24] and expressiveABS [6,19–21,23,25,26]. The formers only support a threshold policy
under computational Diffie-Hellman problem, while the latter supports an expressive policy consisting
of AND, OR, threshold gates. And the scheme in [21] even support NOT gate. To our knowledge,
most ABS schemes cannot simultaneously implement an expressive policy and construct the security in
standard model, that is, Diffie-Hellman assumptions, which are as famous as Diffie-Hellman key based
methods used in [27,28] to improve the security of wireless networks, in which other techniques, such
as register allocation method [29], MISP protocol [30], and SVO logic [31], have been utilized too.

So far, most of existing works build the ABS scheme with a single attribute authority, putting trust on
a single authority. However, the applications in real world often require a user owning some attributes
obtained from different authorities (e.g., different government agencies, different commercial services
he has subscribed to, different social networks he is registered with and so on). Therefore, to reduce
the trust of the single authority, and to satisfy the requirement of real applications, the research of ABS
should be extended to multi-authority ABS. There are several works on multi-authority ABS [6,18,21],
but the security [6], the policy supported [18], or the efficiency [21] is limited on account of the original
ABS scheme.

There are three sixty-four-dollar questions in designing a multi-authority ABS scheme, as the mutually
distrusting attribute authorities in the system may not trust each other, and may not even be aware of each
other. The first one is how to ensure the user’s attribute keys getting from distributed attribute authorities
work correctly. Next, it is how to prevent collusion attacks from different users as they may aggregate
their attribute keys to forge a valid signature that the individual cannot generate. Last come the cost of
management, as an attribute authority may dynamically moves into or out of the system.

To solve above three questions, we use two main techniques. The first is to require that every user
has a global identifier (GID), so that no user can claim another user’s identifier, and all authorities can
verify a user’s identifier and then embed it in the user’s secret keys to prevent collusion. To assure that
the verification is independent of the GID, a central authority (CA) is needed, which is the second main
technique we use. Each user will send his GID to the central authority and receive a corresponding key.
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And the CA is trusted: it will hold the master secret for the system. As the attribute authorities should
use their secret keys to issue attribute keys for a user, to prevent a user with suffcient attributes using
his secret keys to reconstruct this secret for each authority, each attribute authority has a pseudorandom
function (PRF) to randomize the secret key. The seed of a PRF is generated by the CA to ensure the
correctness of the scheme. If and only if the signer owning attributes form different authorities satisfying
the policy, the verification succeeds. Moreover, the CA and distributed attribute authorities architecture
brings in the convenience of attribute authority management.

In this paper, we present two multi-authority ABS schemes, named TR MABS and DNF MABS
respectively. TR MABS extends the ABS scheme in [26] as it implements an expressive policy in a
standard model with efficiency. Our TR MABS is flexible in expressing a policy, as it adopts the form
of an attribute tree. What a pity is that it’s a little expensive on adding a new attribute authority, as
each authority has to re-compute users’ secret keys. Then, we construct DNF MABS to reduce the
cost of authority management. In DNF MABS, we use a disjunctive normal from (DNF) to express a
policy, requiring a signer to analyse it during signing, but brings in the capability of expressing negative
attributes. The most important point is that DNF MABS reduces the cost on adding a new attribute
authority dramatically, as old attribute authorities needn’t re-compute secret keys for users. In addition,
we use the signing technique in [18] to enhance the efficiency.

Our contribution is follows:1) achieving expressive policy, even NOT gate in DNF MABS; 2) building
security on computational Diffie-Hellman assumption; 3) supporting authority’s dynamic change, even
with low cost in DNF MABS. Both schemes achieve the requirement of real applications, and reduce
the trust on one authority.

The remainder of this paper is organized as follows. In Section 2, we review related works. Then, we
introduce the concepts of preliminaries in Section 3, followed by the definition of our TR MABS and
DNF MABS schemes and its security requirements in Section 4. After that, we construct our TR MABS,
and analyze its security in Section 5. And in Section 6, we give the construction and security analysis
of DNF MABS. Finally, we compare TR MABS and DNF MABS in Section 7, before drawing our
conclusion in Section 8.

2. Related work

Here, we introduce existing works of attribute-based encryption (ABE) and attribute-based signatures
(ABS).

2.1. Attribute-based encryption

Extensive research has been done since the introduction of attribute-based encryption (ABE) [1]. In
an ABE system, a ciphertext is labeled by the sender with a set of attributes. And user’s private key is
associated with attributes too. Only the user with attributes satisfying a threshold predicate can decrypt
the ciphertext. Goyal et al. [2] extended it to key-policy ABE (KP-ABE) by allowing users’ private keys
to include any policy consisting of AND, OR and threshold gates. Ostrovsky et al. [32] further extended
the ABE that support users’ private key to include negative constraints. Bethencourt et al. [3] formalized
the notion of ciphertext-policy ABE (CP-ABE) and provided a construction. In CP-ABE, the encryptor
can specify an associated access structure such that only the users with attributes that satisfy this access
structure can decrypt the ciphertext. Actually, the notion of CP-ABE was first mentioned by Goyal et
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al. [2]. Compared with ABS, ABE requires interaction between two participants to realize the access
control.

There are also many other research topics in ABE, for example, to improve the efficiency of the
ABE [33], utilized underlying relation-ship among the attributes and proposed a hierarchical ABE
scheme. To prevent the users from sharing their attribute private keys, which are related to the privileges
assigned in the access control system [34], proposed the notion of accountable ABE.

To reduce the trust of a single attribute authority, Chase [35] and Božović et al. [36] proposed multi-
authority ABE schemes with a central authority to reduce trust on attribute authority, where each attribute
authority issues only a part of the attributes. To reduce the trust of central authority further, Lin et al. [37]
and Chase and Chow [38] presented multi-authority schemes without central authority successively.
However, the structure with a central authority has the advantage of adding or removing an attribute
authority, which doesn’t affect the attribute keys a user obtained from other attribute authorities. Whereas
the structure with mutually distributing attribute authorities spends cost on interactions, and is expensive
on additions and deletions of authorities. These multi-authority works are based on the original ABE
scheme in [1]. Before long, the research of multi-authority CP-ABE comes forth [39–41]. Muller et
al. [39,40] presented distributed attribute-based encryption (DABE) with the architecture of one master
and multiple attribute authorities. However, Lewko and Waters [41] didn’t adopt a central authority,
only used a hash function on the user’s global identity, GID to manage collusion resistance across
multiple key generations issued by different authorities, and utlized the recent dual system encryption
methodology [42] to assure the security.

2.2. Attribute-based signatures

Recently, there have been several attempts to construct attribute-based signatures. As a similar notion
to ABS, fuzzy identity-based signature was proposed and formalized in [43,44], which enables users to
generate signatures with part of their attributes. To achieve the same goal as the fuzzy identity-based
signature, the notion of attribute-based signature was given in [5], but Tan et al. [45] pointed out that
this scheme is vulnerable to the partial key replacement attack. Moreover, in these works, authors do not
consider any notion of privacy, resulting in leaking attributes used in producing signatures to the verifier.

To achieve weak attribute-privacy, Shahandashti and Safavi-Naini [24] presented a (d, n)-threshold
ABS scheme, allowing users to sign messages with subset of attributes satisfying the fixed threshold d,
and only the d attributes of the signer that are chosen by the signature holder. To support flexible, not
fixed, threshold value k, Li and Kim [22] used an default set of attributes during signing, and constructed
an (k, d)-threshold ABS scheme, realizing attribute-signer privacy. However, in both schemes, the size
of signature components is three times of attributes used for signing. In order to enhance the efficiency,
Li et al. [18] integrated all the secret attributes components into one, at the same time maintained
attribute-privacy and flexible (k, d)-threshold policy. Moreover, Li et al. extended their construction
without random oracles. Kumar et al. [17] did similar work to [18] Whereas, these schemes cannot
provide expressive policies, that is, any policy formed by AND, OR and threshold gates.

Maji et al. [6] constructed an ABS scheme using monotone span programs [46] that supports a powerful
set of policies, namely, any policy consists of AND, OR and threshold gates. It holds signer privacy
against everyone, including all authorities. However, the security is weak as the construction is only
proved in the generic group model. Then, they [19,20] proposed the first ABS scheme with full security
proven in the standard model. However, it is much less efficient and more complicated than the scheme
in [6].
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Cao et al. [26] present the first ABS scheme supporting policies consisting of AND, OR, threshold
gates and achieving security in random oracle model under computational Diffie-Hellman problem at the
same time, while holding attribute-signer privacy and unforgeability. Moreover, the scheme cost less on
signature generation and verification than the scheme in [6].

Okamoto and Takashima [21] present the first ABS scheme to support general non-monotone predi-
cates, which can be expressed using NOT gates as well as AND, OR, and Threshold gates. It has full
security under the decisional linear (DLIN) assumption and the existence of collision resistant (CR) hash
functions. Although it has full security and perfect signer privacy, it is less efficient than Maji et al. [6],
which cost more than Cao et al. [26] on signature generation and verification.

Escala et al. [23] proposed the first attribute-based signature scheme with revocability, that is, an
external judge can break the anonymity of a signature, when necessary. It’s fully secure in standard
model, and supports general signing policies.

Most of above works commonly build their ABS schemes with random oracles. Up to the present, only
Li et al. [18] gave a construction without random oracles based on their original ABS scheme, following
Cao et al. [25] constructing an expressive ABS without random oracles according to the scheme in [26].

Moreover, few works of ABS have extended research on multi-authority ABS, except that Maji et
al. [6], Li et al. [18] and Okamoto and Takashima [21] extended their original schemes to multi-authority
ABS. However, as the original ABS in [6] built its security under generic group model, the multi-authority
ABS Maji et al. presented also had a weak security. In addition, the multi-authority ABS in [18] only
supported a threshold policy as its original scheme did. And the multi-authority ABS scheme in [21] has
low efficiency.

3. Preliminaries

In this Section we briefly review the basic concepts on bilinear pairing, Lagrange interpolation,
complexity assumptions, attribute tree, and disjunctive normal form (DNF), while introducing notations
used in this paper.

Notation. Let q be a prime. From here on we use Zq to denote the group {0, . . . , q− 1} under addition
modulo q. Let G1 and G2 be multiplicative groups of order q. Let g denote a generator of G1.

Bilinear pairing. A bilinear pairing is a map e : G1 ×G1 → G2 with the following properties:

(a) Bilinear: Given a, b ∈ Zq, f, h ∈ G1, we have e(fa, hb) = e(f, h)ab.
(b) Non-degenerate: e(g, g) �= 1 and therefore it is a generator of G2.
(c) Computable: There is an effcient algorithm to compute e(f, h) for all f, h ∈ G1.

Lagrange interpolation. Lagrange interpolation for a polynomial p(·) over Zq of order d− 1 and a set
S ⊂ Zq with size |S| = d is calculate as

p(x) =
∑
i∈S

p(i)Δi,S(x),

where

Δi,S(x) =
∏

j∈S,j �=i

(x− j)/(i− j).

Complexity assumptions. Here we describe two mathematical problems.
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(a) Discrete Logarithm(DL) Assumption: Given two group elements f and h in G1, find an integer
n, such that h = fn.

(b) Computational Diffie-Hellman(CDH) Assumption: Given (g, ga, gb) for some a, b ∈ Z
∗
q , compute

gab.

Attribute tree. An attribute tree Γ can describe a predicate. Each interior node is a threshold gate,
described by its children and a threshold value. If numx is the number of children of a node x and kx is
its threshold value, then 0 < kx � numx. This setting is expressive to represent AND (kx = numx), OR
(kx = 1), and threshold predicates over attributes. The children of every node are numbered from 1 to
num. The function index (x) returns such a number associated with the node x, where the index values
are uniquely assigned to nodes in the attribute tree in an arbitrary manner. Let function parent(x) denote
the parent of the node x. Each leaf node x of the tree is described by an attribute and a threshold value
kx = 1. The function att(x) denotes the attribute associated with the leaf node x.

Disjunctive normal form (DNF). In proposition logic systems, a disjunctive normal form is defined as
follows:

(a) If t is a proposition variant, t or ∼ t is a literal.
(b) The disjunction of limited literals is a clause. And the conjunction of limited clauses is a conjunctive

term.
(c) The conjunction of limited clauses is called conjunctive normal form. And the disjunction of

conjunctive terms is called disjunctive normal form.

4. Definitions

In this section, we introduce our multi-authority systems, and formalize the definition and securi-
ty model of our proposed multi-authority attribute-based signature schemes, that is, TR MABS and
DNF MABS, using an attribute tree or a DNF to express a verification policy respectively.

4.1. Systems

In both systems of TR MABS and DNF MABS schemes, there are three kinds of entities: central
authority (CA), attribute authorities (AAs) and users. The CA and each AA have their own private keys
to issue keys to users. Furthermore, the AAs will receive their private keys from the CA. These different
AAs may not trust each other, and may not even be aware of each other. They issue attribute keys to
users independently. However, the CA will be trusted by all AAs. It knows enough of secret state of AAs
to reconstruct secret values, which will be used to generate attribute keys for any user, for all authorities.
These architectures allow adding or deleting an AA dynamically.

To prevent collusion attack from different users, we use a unique global identity (GID) of a user to
bind his attributes and identity together, thus different users cannot pool their attribute keys to imitate a
valid signer. A user must present the same GID to each authority in order to receive a coherent set of
keys. However, the policy only specifies some attributes to be owned by a signer. Thus, the ability to
verify a signature is independent of the GID (except in that all secret keys must have been obtained for
the same GID). To implement this, the CA reconstructs all AAs’ secret values and generates a secret key
dCA for the user.

Here we assume that there’re K attribute authorities. A user with a GID u obtains an attribute set ωk,u

from the k-th attribute authority AAk (k = 1, . . . ,K). Instead of using truly random values, we let each



D. Cao et al. / Flexible multi-authority attribute-based signature schemes for expressive policy 261

Fig. 1. Procedure of TR MABS.

of our K authorities choose the secret value yk,u for user u using a pseudorandom function (PRF) f .
Thus, now the CA has only to store the seeds sk of all of the PRFs.

In TR MABS, a user u gets his secret key and attribute key base from the CA. Then, he goes to AAk

to obtain attribute set ωk,u and its corresponding key SKk,u. After that, he generates a signature. Before
verifying a signature, the verifier with a policy Γ gets a verification key gpk from the central authority.
If and only if the signer owns attributes satisfying the policy, the check of the signature can success. We
conclude the procedure of TR MABS in Fig. 1.

The procedure of DNF MABS is similar to that of TR MABS, but simpler. We conclude it in Fig. 2.
The difference from TR MABS is follows:

(1) The CA needn’t compute an attribute key base of each AA for the user.
(2) The CA needn’t generate a verification key corresponding to a policy A, which is a DNF over

attributes.
(3) AAs can issue negative attribute to users.

4.2. Syntax

The proposed TR MABS scheme consists of following algorithms:
TR.Setup is the algorithm run by the CA on inputs the security parameter, and outputs public parameters

params, a private master key MK and seeds sk for AAk (k = 1, . . . ,K).
TR.KeyGenprivate is the algorithm run by the CA and AAk on inputs params, MK, sk, signer’s GID u

and attribute subset ωk,u, and outputs a secret key dCA and attribute key SKk,u for the signer.
TR.KeyGenpublic is the algorithm run by the CA on inputs params, MK and an attribute tree Γ, and

outputs a public key gpk for the verifier.
TR.Sign is the algorithm run by a signer on inputs params, policy Γ, dCA, SKk,u and a message M ,

and generates a signature σ on the message.
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Fig. 2. Procedure of DNF MABS.

TR.Verify is the algorithm run by a verifier on inputs params, a message signature pair (M , σ), and
a verification key gpk and outputs a boolean value accepte if σ is a valid signature by a signer who has

attributes ω =
K⋃

k=1

ωk,u satisfies Γ, i.e., Γ(ω) = 1.

The proposed DNF MABS scheme consists of following algorithms:
DNF.Setup is by the CA, inputs the security parameter and a threshold value d, and outputs public

parameters params, a private master key MK and seeds sk for AAk (k = 1, . . . ,K).
DNF.KeyGen is run by the CA and AAk, inputs params, MK, sk, signer’s GID u and attribute subset

ωk,u, and outputs a secret key dCA and attribute key SKk,u for the signer.
DNF.Sign is run by a signer, inputs params, policy A, dCA, SKk,u and a message M , and generates a

signature σ on the message.
DNF.Verify is run by a verifier, inputs params, a message signature pair (M , σ), and policy A, and

outputs a boolean value accepte if σ is a valid signature by a signer who has attributes ω =
K⋃

k=1

ωk,u

satisfies A, i.e., A(ω) = 1.

4.3. Security model

The basic requirement of our schemes is correctness. As an adversary may try to forge a signature with
a policy that his attributes do not satisfy, the essential security requirement can be formally summarized
as unforgeability.

Definition 1 (Correctness): We call the TR MABS scheme correct if for all (params, sk, MK) ←
TR.Setup, all messages M , all attribute sets ω =

K⋃
k=1

ωk,u, all secret keys {dCA, SKk,u}←
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TR.KeyGenprivate (params, MK, sk, u, ωk,u), all verification keys gpk ← TR.KeyGenpublic (params,
MK, Γ), and all attribute trees Γ such that Γ(ω) = 1,

TR.Verify(params, M , gpk, TR.Sign(params, dCA, SKk,u, M , Γ)) = accept

with probability 1 over the randomness of all the algorithms.
We call the DNF MABS scheme correct if for all (params, sk, MK) ← DNF.Setup(d), all messages

M , all attribute sets ω =
K⋃

k=1

ωk,u, all secret keys {dCA, SKk,u}← DNF.KeyGen(params, MK, sk, u,

ωk,u), and all DNFs A such that A(ω) = 1,

DNF.Verify(params, M , A, DNF.Sign (params, dCA, SKk,u, M , A)) = accept

with probability 1 over the randomness of all the algorithms.

Definition 2 (Unforgeability): The TR MABS scheme is unforgeable if the success probability of any
polynomial-time adversary A in the following selective-policy attack,which is denoted by EUF-sP-CMA,
is negligible:

– Initial Phase: A chooses and outputs a challenge policy Γ∗ that will be included in the forgery
signature;

– Setup Phase: After receive the challenge policy Γ∗, the challenger C chooses a suffciently large
security parameter κ and runs TR.Setup algorithm to generate public parameters params, seeds
{sk}k=1,...,K and master key MK, and sends params to A;

– Query Phase: After receive the public parameters, A can perform a polynomially bounded number of

queries on ω =
K⋃

k=1

ωk,u and (M , Γ) to private key extraction oracle and signing oracle, respectively.

C answers the queries with the master key MK.
– Forgery: Finally, A outputs a signature σ∗ on messagesM∗ with respect to Γ∗, which is the challenge

policy sent to C in the initial phase.

We say that the adversary wins the game if σ∗ is a valid signature on message M∗ for Γ∗, (M∗, Γ∗) has
not been queried to the signing oracle and no attribute set ω∗ satisfying Γ∗(ω∗) = 1 has been submitted
to the private key extraction oracle. The success probability of adversary A is SuccEUF−sP−CMA

TR MABS ,A (κ) =
Pr[TR.Verify(σ∗,M∗,Γ∗)] = 1.

The definition of unforgeability of DNF MABS is similar to the above definition of that of TR MABS,
except the form of policy is DNF A.

Collusion resistance: It is important to note that the above definition of unforgeability guarantees
collusion resistance in the sense that no colluding group of users can generate a signature that is not
generable by one of the colluders. This is because if a group of signers can construct a signature that
none of them could individually produce, then they can build another adversary and output a forgery to
win the above game.

5. Proposed TR MABS

To satisfy the requirements of real applications, which always require a signer owning attributes from
one or more attribute authorities, we extend the attribute-based signature scheme with single authority
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presented by Cao et al. [26] to multiple attribute authorities, which maintains the advantagesof expressive
policy and provable security under standard Diffie-Hellman assumptions. In this section, we give the
construction of TR MABS scheme, following the security analysis.

5.1. Construction of TR MABS

We now construct the TR MABS scheme as follows:
TR.Setup: First, define the attributes in universe U as elements in Zq. Select a random generator

g ∈ G1, a random α ∈ Z
∗
q , and set g1 = gα. Next, pick a random element g2 ∈ G1 and compute

R = g
1/α
2 . Then, compute Z = e(g1, g2). Choose seeds s1, . . . , sK for all attribute authorities. Two

hash functions are also chosen such that H1,H2 : {0, 1}∗ → G1.
The public parameters are params = (q, G1, G2, e, g, g1, g2, Z , R,H1, H2). The master key is α.
TR.KeyGenprivate: a user with GID u gets a secret key from the central authority as follows:

dCA = g
α−

∑K

k=1
yk,u

2 (1)

where yk,u = fsk
(u).

And for each attribute authority AAk, the user gets an attribute key base

Tk = g

∑K
j=1
j �=k

yj,u/α

2 (2)

Then, user u sends his attribute key base to AAk and gets attribute key SKk,u for an attribute set ωk,u

from AAk:
First, compute yk,u = fsk

(u). And for each attribute i ∈ ωk,u, choose rki ∈ Zq and compute

dki0 = TkR
yk,uH1(i)rki (3)

dki1 = grki (4)

Then return SKk,u = {dki0, dki1}i∈ωk,u
to the user.

Finally, user’s attribute key is {di0 = {dki0}, di1 = {dki1}}i∈∪ωk,u,1�k�K .
TR.KeyGenpublic: To generates a verification key of a specific attribute tree Γ, choose a polynomial

px of degree dx = kx− 1 for each node in the tree, where kx is the threshold gate. That is done in
a top-down manner. Starting from the proot(0) = α and droot other points in the polynomial will be
random. The other nodes we set px(0) = pparent(x) (index(x)) and choose dx other points randomly.

Once the polynomials have been decided, the verification key gpk for Γ is

{Dx = gpx(0), hi = H1(i)px(0)} (5)

where i = att(x), x is a leaf node.
TR.Sign: Suppose one has a private key for the attribute set {ωk,u} for 1 � k � K. To sign a message

M with Γ, namely, to prove ω =
K⋃

k=1

ωk,u satisfies the tree, i.e. Γ(ω) = 1, he proceeds as follows:

Choose a random s ∈ Zq and compute

σ0 = H2(M)sdCA (6)
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σ′
0 = gs (7)

Let ω∗ denote the attribute set associated with leaves in Γ. For each i ∈ ω∗, choose r′i ∈ Zq randomly
and compute

{σi0 = di0H1(i)r
′
i , σi1 = di1g

r′i}i∈ω∩ω∗ (8)

{σi0 = H1(i)r
′
i , σi1 = gr′i}i∈ω∗/ω∩ω∗ (9)

Finally, he outputs the signature σ = (σ0, {σi0, σi1}i∈ω∗ , σ′
0).

TR.Verify: To verify the signature, we first define a recursive algorithm VerNode (σ, gpk, x) , where
x is a node in the tree Γ. It outputs a group element of G2 or ⊥.

Let i = att(x). If the node x is a leaf node then:

VerNode(σ, gpk, x) =
{

e(σi0,Dx)/e(σi1, hi), if e(σi0,Dx)/e(σi1, hi) �= 1
⊥, otherwise

(10)

Notice that if i ∈ ω ∩ ω∗

e(σi0,Dx)/e(σi1, hi) = e(di0H1(i)r
′
i , gpx(0))

/
e(di1g

r′i ,H1(i)px(0))

= e(TkRyk,uH1(i)ri+r′i , gpx(0))
/

e(gri+r′i ,H1(i)px(0))
(11)

= e(g

∑K
j=1
j �=k

yj,u/α

2 g
yk,u/α
2 , gpx(0))e(H1(i)ri+r′i , gpx(0))/e(H1(i)ri+r′i , gpx(0)

= e(g, g2)
∑K

k=1
yk,u

/
αpx(0)

And if i ∈ ω∗/ω ∩ ω∗

e(σi0,Dx)/e(σi1, hi) = e(H1(i)r
′
i , gpx(0))

/
e(gr′i ,H1(i)px(0)) = 1 (12)

For a non-leaf node x. The algorithm VerNode (σ, gpk, x) then proceeds as follows: For all nodes z
that are children of x, it calls VerNode (σ, gpk, z) and stores the output as Fz . Let Sx be an arbitrary
kx-sized set of child nodes z such that Fz �= ⊥. If no such set exists then the node was not satisfied and
the function returns ⊥. Otherwise let i = index(z), S′

x = {index(z) : z ∈ Sx} and compute:

Fx =
∏

z∈Sx

F
Δi,S′

x
(0)

z

=
∏

z∈Sx

(
e(g, g2)

∑K

k=1
yk,u

/
αpz(0)

)Δi,S′
x
(0)

=
∏

z∈Sx

(
e(g, g2)

∑K

k=1
yk,u

/
αpparent(z)

(index(z))
)Δi,S′

x
(0)

(13)

=
∏

z∈Sx

e(g, g2)
∑K

k=1
yk,u

/
αpx(i)Δi,S′

x
(0)

= e(g, g2)
∑K

k=1
yk,u

/
αpx(0)
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To verify the signature calculate Froot . Then check if

e(g, σ0) · Froot

e(H2(M), σ′
0)

?= Z (14)

If the equation holds then accept the signature, which indicates the signature is indeed from some user
with attributes satisfying Γ. Otherwise reject it.

5.2. Security analysis

We give the security analysis of correctness and unforgeability. The correctness of verification is
justified by Theorem 1, while the unforgeability can be obtained from Theorem 2.

Theorem 1: Our TR MABS scheme is correct.
Proof. If and only if the tree is satisfied, i.e. Γ(ω) = 1, then according to Lagrange interpolation,

Froot = e(g, g2)
∑K

k=1
yk,u

/
α·proot(0) = e(g, g2)

∑K

k=1
yk,u

/
α·α = e(g, g2)

∑K

k=1
yk,u (15)

So

e(g, σ0) · Froot

e(H2(M), σ′
0)

=
e(g,H2(M)sdCA)e(g, g2)

∑K

k=1
yk,u

e(H2(M), gs)

=
e(g,H2(M)sg

α−
∑K

k=1
yk,u

2 )e(g, g2)
∑K

k=1
yk,u

e(H2(M), g)s
(16)

=
e(g,H2(M))se(g, g2)α−

∑K

k=1
yk,ue(g, g2)

∑K

k=1
yk,u

e(g,H2(M))s

= e(g, g2)α = e(gα, g2) = e(g1, g2) = Z

Theorem 2: Let A be an adversary that makes at most qH1 , qH2 , qK and qS times queries to random
oracle H1, H2, private key extraction and signature queries, and produces a successful forgery against
our scheme with probability ε in time t in EUF-sP-CMA. Then there exists an algorithm B that solves
the CDH problem with probability ε′ ≈ ε/qH2 in time t′ < t + (qH1 + qH2 + 3qK + 4qS)texp, texp is the
maximum time for an exponentiation in G1.

Proof. Suppose that an adversaryA has an advantage ε in attacking the scheme,we build an algorithmB
that uses A to solve the CDH problem. The simulator B is given an instance (g,X = gα, Y = gβ) ∈ G1

of the CDH problem, and must produce gαβ .
First, A outputs the challenge policy, namely, an attribute tree Γ∗. Let ω∗ denote the set of attributes

associated with leaves in Γ∗. Then, B sets g1 = X and g2 = Y . Assume that A makes at most qH1 times
to H1-oracle and qH2 times to H2-oracle, respectively. C maintains lists L1 and L2 to store the answers
of H1-oracle and H2-oracle. In addition, C selects a random integer δ ∈ [1, qH2 ]. If i is sent for query
of H1, B checks the list L1 and works as follows:

– If an entry for the query is found in L1, the same answer will be returned to A.
– Otherwise, it simulates as follows:
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(1) If i ∈ ω∗, it chooses a random βi ∈ Zq and answers H1(i) = gβi .
(2) If i /∈ ω∗, it chooses random βi, γi ∈ Zq and answers H1(i) = g−βi

1 gγi .

If Mi is sent for query of H2, B checks the list L2. And it works as follows:

– If an entry for the query is found in L2, the same answer will be returned to A.
– Otherwise, it simulates as follows:

(1) If i �= δ, it chooses random αi, β
′
i ∈ Zq and answers H2(Mi) = gαi

1 gβ′
i .

(2) If i = δ, it chooses random β′
i ∈ Zq and answers H2(Mi) = gβ′

i .

Assume that A makes at most qK private key extraction queries. A can make requests for private keys
on ω such that Γ∗(ω) �= 1. We show how B simulates a private key on user u and his attribute set ω
on request. First, B chooses random values s1, . . . , sK for all attribute authorities. Then simulate the
private key components

dCA = g
α−

∑K

k=1
sk

2 (17)

Because Γ∗(ω) �= 1 and ω∗ ∩ ω ⊆ ω, Γ∗(ω∗ ∩ ω) �= 1. Let S be the set of attributes satisfying the
tree Γ∗ and ω∗ ∩ ω ⊆ S, and Sk denote the subset of attributes managed by AAk so that S =

⋃K
k=1 Sk.

Then simulate the private key components dki0 and dki1 from AAk as follows:

– For i ∈ Sk: dki0 = g

∑K

k=1
sk/α

2 H1(i)rki , dki1 = grki , where rki is randomly chosen from Zq.
– For i /∈ Sk: just let rki = βΔ0,Sk

(i)/βi + r′ki, then dki0 and dki1 could be simulated as follows:

dki0 = g

∑K

k=1
sk/α

2 H1(i)rki = g

∑K

k=1
sk/α+Δ0,Sk

(i)γi/βi

2 g−αβΔ0,Sk
(i)(g−βi

1 gγi)r
′
ki (18)

dki1 = grki = g
Δ0,Sk

(i)/βi

2 gr′ki (19)

The intuition behind these assignments is that the public key of Γ∗ used for verification is generated by
choosing a random polynomial p(.) for each node from top to down, starting from the proot(0) = α and
droot other points in the polynomial will be random. The other nodes we set px(0) = pparent(x)(index(x))
and choose dx other points randomly.

A also makes requests for signature query on message M for an attribute set ω. If H2(M) �= gβi , B
can simulate the signature as follows:

In order to simulate

(gα
2 g

−
∑K

k=1
sk

2 H2(M)s, {g
∑K

k=1
sk

/
α

2 H1(i)ri , gri}i∈ω∗, gs),

choose s′, ri ∈ Zq and let s = −β/αi + s′. When H2(M) = gαi
1 gβi ,

gα
2 g

∑K

k=1
sk

2 H2(M)s = g−αβ(gαi
1 g′βi)sg−βi/αi

2 (20)

gs = g
−1/αi

2 g′s (21)

Finally, the adversary outputs a forged signature σ∗on message M∗ for attributes ω′. IfH2(M∗) �= gβ′
δ ,

the simulator B will abort. Otherwise, it satisfies the verification equation, which means that

σ∗ = (σ∗
0 , {σ∗

i0, σ
∗
i1}i∈ω∗ , σ′∗

0) =
(

gα
2 g

∑K

k=1
sk

2 H2(M∗)s, {g
∑K

k=1
sk

/
α

2 H1(i)ri , gri}i∈ω∗, gs

)
(22)
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Before simulating gαβ , B simulates a recursive function ReNode (x,Γ∗), where x is a node in Γ∗. It
outputs an element of G1. When x is a leaf node in Γ∗, let i = att(x), because H1(i) = gβi ,

ReNode(x, Γ∗) = ((σ∗
i1)

βi/(σ∗
i0))

px(0) = g
−

∑K

k=1
sk/α·px(0)

2 (23)

As ω∗ denote the set of attributes associatedwith leaves in Γ∗, for each non-leaf node x, ReNode(x, Γ∗)
can proceed as follows: For all nodes z that are children of x, it calls ReNode(z, Γ∗) and stores the output
as Rz . Let Sx be an arbitrary kx-sized set of child nodes z. Let i = index(z), S′

x = {index(z) : z ∈ Sx}
and compute:

Rx =
∏

z∈Sx

R
Δi,S′

x
(0)

z =
∏

z∈Sx

g
−

∑K

k=1
sk/αpz(0)Δ

i,S′
x
(0)

2

=
∏

z∈Sx

g
−

∑K

k=1
sk/αpparent(z)(index(z))Δ

i,S′
x
(0)

2

(24)

=
∏

z∈Sx

g
−
∑K

k=1
sk

/
αpx(i)Δi,S′

x
(0)

2 = g
−
∑K

k=1
sk

/
αpx(0)

2

So,

Rroot = g
−

∑K

k=1
sk/α·proot(0)

2 = g
−

∑K

k=1
sk/α·α

2 = g
−

∑K

k=1
sk

2 (25)

Then, because H2(M∗) = gβ′
δ , B can compute

gαβ = Rrootσ
∗
0/(σ

′∗
0 )β

′
δ (26)

For the success of B, we require that forgery signature on message M∗ such that H2(M∗) = gβ′
δ .

Therefore, if the adversary successwith probability ε, we can get the probability of solving CDH problem
as ε′ ≈ ε/qH2 .

6. Proposed DNF MABS

Enlightened by the form of policy in [40], we construct the DNF MABS scheme, on CDH assumption,
formulating a policy in the form of a Boolean formula over some attributes, that is, Disjunctive Normal
Form (DNF). In DNF, all negations are atomic, so there should be negative attributes to make use of
the full expressive power of DNF formulas. Therefore, the attribute authorities in this system can issue
negative attributes to users as in [21]. But our scheme is more efficient than the multi-authority ABS
scheme. in [21], as we adopt the signing technique used in [18]. Certainly, our DNF MABS scheme
supports more expressive policy than the scheme in [18], becauseLi et al. [18] only implement a threshold
policy. This section includes the construction of the DNF MABS scheme and the security analysis.

6.1. Construction of DNF MABS

First of all, we add some notations. Let A =
n∨

j=1
( ∧
A∈Xj

A) denote a DNF, expressing a policy.

Here n (not pairwise disjoint) sets X1, . . . ,Xn denote attributes that occur in the j-th conjunction
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of A. Then, the attribute set associated with the policy is ω∗ =
n∪

j=1
Xj . Set N = |ω∗|. As the

number of attributes appearing in each conjunction of a DNF may be different, we set a threshold value
d = max{|Xj |, j = 1, . . . , n}. If a user owns attributes satisfying the policy A, i.e. A(ω) = 1, then
there exists some j, Xj ⊆ ω. Let l = |Xj | denote the size of Xj , then 1 � l � d � N .

Now, we give the construction of DNF MABS.
DNF.Setup(d): First, define the attributes in universe U as elements in Zq. Assume that there are K

distributed attribute authorities. Define a default attribute set Ωk of d elements for attribute authority
AAk (k = 1, . . . ,K). The CA chooses seeds s1, . . . , sK for all attribute authorities, selects a random
generator g ∈ G1, a random α ∈ Z

∗
q , and set g1 = gα. Next, it picks a random element g2 ∈ G1, and

computes Z = e(g1, g2). Two hash functions are also chosen by CA such that H1,H2 : {0, 1}∗ → G1.
The public parameters are params = (q, G1, G2, e, g, g1, g2, Z , H1, H2), the master key is α. For the
attribute authority AAk, its secret key is sk, which is assigned by the central authority. The secret key of
CA is (s1, . . . , sK , α).

DNF.KeyGen: A user with GID u gets a secret key from the CA as

dCA = g
α−

∑K

k=1
yk,u

2 (27)

where yk,u = fsk
(u).

Then, he gets his attribute keys from attribute authorities. The k-th attribute authority AAk issues an
attribute key for user’s attribute set ωk,u as follows:

First, choose a d−1 degree polynomial pk(·) randomly such that pk(0) = yk,u = fsk
(u).

Generate a new attribute set �
ωk = ωk,u ∪ Ωk. For each i ∈ �

ωk, choose rki ∈ Zq and compute

dki0 = g
pk(i)
2 H1(i)rki (28)

dki1 = grki (29)

Then user’s attribute key is SKk,u = {dki0, dki1}i∈�
ω k

.

DNF.Sign: Suppose one has a private key for the attribute set {ωk,u} for 1 � k � K. To sign a

message M with a policy A =
n∨

j=1
( ∧
A∈Xj

A), the signer u should prove that his attribute set ω =
K⋃

k=1

ωk,u

satisfies the DNF A, i.e. A(ω) = 1. According to the definition of DNF, if one disjunction can be
satisfied, the DNF can be satisfied. Therefore, if the signer u find some j, Xj ⊆ ω, the j-th disjunction
can be satisfied, then A(ω) = 1. Maybe the j is not unique. Considering the performance, the signer
only choose one j. Let l = |Xj |, then 1 � l � d � N . For each k, at least lk out of l attributes Xj

are issued from the attribute authority AAk (Notelk could be equal to 0). The signer selects a lk-value
attribute subsetω′

k ⊆ Xj ∩ ωk,u, and takes following steps:
First, choose r′k1, r

′
k2, . . . , r

′
k,l+d−lk

∈ Zq, and select a d− lk default attribute subset Ω′
k ⊆ Ωk. Define

Sk = ω′
k ∪ Ω′

k.
Randomly choose s ∈ Zq. Compute

σ0 = dCA

∏
1�k�K

(∏
i∈Sk

d
Δi,Sk

(0)

ki0

∏
i∈Xj∪Ω′

k

H1(i)r
′
ki

)
H2(M)s (30)

{σki = d
Δi,Sk

(0)

ki1 gr′ki}i∈Sk
(31)
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{σki = gr′
ki}i∈Xj/ω′

k
(32)

σ′
0 = gs (33)

Finally, the signature is (σ0, {σki}i∈Xj∪Ω′
k
, σ′

0).
DNF.Verify: After receiving the signature (σ0, {σki}i∈Xj∪Ω′

k
, σ′

0) with policy A, check if

e(g, σ0)∏
1�k�K

∏
i∈Xj∪Ω′

k
e(H1(i), σki)e(H2(M), σ′

0)
?=Z (34)

If the equation holds, the signature is valid and the algorithm outputs accept. Otherwise, the algorithm
outputs reject.

6.2. Security analysis

We give the security analysis of correctness and unforgeability by Theorem 3 and Theorem 4, respec-
tively.

Theorem 3: Our DNF MABS scheme is correct.

Proof. The correctness of verification is justified by the following equations:

e(g, σ0)∏
1�k�K

∏
i∈Xj∪Ω′

k
e(H1(i), σki)e(H2(M), σ′

0)

=
e(g, dCA

∏
1�k�K (

∏
i∈Sk

d
Δi,Sk

(0)

ki0

∏
i∈Xj∪Ω′

k
H1(i)r

′
ki)H2(M)s)

∏
1�k�K (

∏
i∈Sk

e(H1(i), d
Δi,Sk

(0)

ki1 gr′
ki)

∏
i∈Xj/ω′

k
e(H1(i), gr′

ki))e(H2(M), gs)

=
e(g, dCA

∏
1�k�K (

∏
i∈Sk

d
Δi,Sk

(0)

ki0

∏
i∈Xj∪Ω′

k
H1(i)r

′
ki))e(g,H2(M)s)

∏
1�k�K (

∏
i∈Sk

e(H1(i), d
Δi,Sk

(0)

ki1 gr′
ki)

∏
i∈Xj/ω′

k
e(H1(i), gr′

ki))e(H2(M), gs)

=
e(g, dCA)e(g,

∏
1�k�K (

∏
i∈Sk

(gpk(i)
2 H1(i)rki)Δi,Sk

(0) ∏
i∈Xj∪Ω′

k
H1(i)r

′
ki))∏

1�k�K (
∏

i∈Sk
e(H1(i), (grki )Δi,Sk

(0)gr′
ki)

∏
i∈Xj/ω′

k
e(H1(i), gr′

ki ))

=
e(g, dCA)

∏
1�k�K e(g, (

∏
i∈Sk

(gpk(i)
2 H1(i)rki)Δi,Sk

(0)H1(i)r
′
ki

∏
i∈Xj/ω′

k
H1(i)r

′
ki))∏

1�k�K (
∏

i∈Sk
e(H1(i), (grki )Δi,Sk

(0)gr′
ki)

∏
i∈Xj/ω′

k
e(H1(i), gr′

ki ))

=
e(g, dCA)

∏
1�k�K (

∏
i∈Sk

e(g, (gpk(i)
2 H1(i)rki)Δi,Sk

(0)H1(i)r
′
ki)

∏
i∈Xj/ω′

k
e(g,H1(i)r

′
ki))∏

1�k�K (
∏

i∈Sk
e(H1(i), (grki )Δi,Sk

(0)gr′
ki)

∏
i∈Xj/ω′

k
e(H1(i), gr′

ki ))
(35)

= e(g, dCA)
∏

1�k�K

∏
i∈Sk

e(g, (gpk(i)
2 H1(i)rki)Δi,Sk

(0)H1(i)r
′
ki)

e(H1(i), (grki )Δi,Sk
(0)gr′

ki)
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= e(g, dCA)
∏

1�k�K

∏
i∈Sk

e(g,H1(i)r
′
ki+rkiΔi,Sk

(0))e(g, g
pk(i)Δi,Sk(0))

2

e(H1(i), grkiΔi,Sk
(0)+r′

ki)

= e(g, dCA)
∏

1�k�K

∏
i∈Sk

e(g, g
pk(i)
2 Δi,Sk

(0))

= e(g, g
α−

∑K

k=1
yk,u

2 )
∏

1�k�K

∏
i∈Sk

e(g, g2)
pk(i)Δi,Sk

(0)

= e(g, g
α−

∑K

k=1
yk,u

2 )
∏

1�k�K
e(g, g2)

∑
i∈Sk

pk(i)Δi,Sk
(0)

= e(g, g2)α−
∑K

k=1
yk,u+

∑K

k=1
pk(0)

= e(g, g2)α = Z

Theorem 4: Suppose that the (t′, ε′)-CDH assumption holds in G1 and the adversary makes at most
qH1 , qH2 , qK and qS times queries to random oracle H1, H2, private key extraction and signature
queries, respectively. Then, the DNF MABS scheme is (t, qH1 , qH2 , qK , qS , ε)-EUF-sP-CMA, where
t′ < t + (qH1 + qH2 + 3qK + 3qSd)texp, texp is the maximum time for an exponentiation in G1, and

ε′ ≈ ε

/
(qH2(

d− l
d− 1)) .

Proof. As we adopt the signing technique of [18], the proof is similar to that in [18]. And the difference
from [18] is just like that between TR MABS and ABS in [26]. So we omit the procedure of proof here,
please see it in [18].

7. Comparison

As pointed out in Section 4.1, here we don’t repeat the main differences between TR MABS and
DNF MABS. Now we compare the cost of adding or removing an AA in TR MABS and DNF MABS,
in Tables 1 and 2, respectively. In Table 1, we assume adding a new attribute authority AAK+1. In
Table 2, we assume removing the attribute authority AAk. Generally speaking, 1 � k,m � K, and
m �= k. Moreover, we compare the cost in terms of the updated components by each authority in the
systems.

Table 1
Comparison of adding an AA

Schemes Updated components

CA AAk AAK+1

TR MABS dCA, {Tk}, TK+1 dki0 dK+Ii0, dk+Ii1

DNF MABS dCA – dK+Ii0, dK+Ii1

Table 2
Comparison of deleting an AA

Schemes Updated components
CA AAm

TR MABS dCA, {Tm} dmi0

DNF MABS dCA –

From Tables 1 and 2, we can draw following viewpoints:

(1) In TR MABS system, when adding or deleting an AA, a user’s attribute key bases Tk for all AAs
will change, and all AAs in the system should issue new attribute keys to the user, increasing
computation and communication cost.
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(2) In DNF MABS system, when adding a new attribute authority AAK+1, only AAK+1 issues
attribute keys to its users, other AAs needn’t update their users’ attribute keys, which dramatically
reduce the cost. When delete an AA, the remained AAs would do nothing.

(3) The modification of AAs will bring tasks to CA, as it should modify the secret key for each user,
which is the same in both schemes.

8. Conclusion

In this paper, we have proposed two multi-authority attribute-based signature schemes, namely
TR MABS and DNF MABS, supporting any policy consisting of AND, OR, and threshold gate over
attributes. And we have proved the correctness and unforgeability of them on computational Diffie-
Hellman assumption. These systems allow adding or removing attribute authorities flexibly. The main
differences between them are the form of policy and the cost of adding or removing an AA.

The policy supported in TR MABS scheme is an attribute tree, which is flexible to express AND,
OR, and threshold conditions. But the cost of adding or deleting an AA in TR MABS is larger than
DNF MABS, in which the policy is represented by a DNF, bringing in the benefit of negative attributes,
with the pity of requiring a signer to analyse the DNF before generating a signature.

Although DNF MABS scheme has shorter signature size than TR MABS, we still need to develop
good techniques to compact the signature size, in order to reduce the communication and verification
cost in future.
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