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Detection of cross site scripting attack in
wireless networks using n-Gram and SVM!
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Abstract. Large parts of attacks targeting the web are aiming at the weak point of web application. Even though SQL injection,
which is the form of XSS (Cross Site Scripting) attacks, is not a threat to the system to operate the web site, it is very critical
to the places that deal with the important information because sensitive information can be obtained and falsified. In this paper,
the method to detect themalicious SQL injection script code which is the typical XSS attack using n-Gram indexing and SVM
(Support Vector Machine) is proposed. In order to test the proposed method, the test was conducted after classifying each
data set as normal code and malicious code, and the malicious script code was detected by applying index term generated by
n-Gram and data set generated by code dictionary to SVM classifier. As a result, when the malicious script code detection was
conducted using n-Gram index term and SVM, the superior performance could be identified in detecting malicious script and
the more improved results than existing methods could be seen in the malicious script code detection recall.
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1. Introduction

With the development of wireless network and internet, many parts of offline services have been
converted into online services and currently most parts of online service are occupied by web services.
Due to the merit of being available in anytime and anywhere, the importance of the web has been
increased more and more everyday and the attacks aiming it has also been increased. Large parts of
attacks targeting the web are aiming at the weak point of web application and SQL injection attack which
is the form of XSS (Cross Site Scripting) attacks is not a threat to the system that uses or operates the web
applications compared to other attacks, but it is very critical to the places that deal with the important
information because sensitive information can be obtained and falsified. Various techniques have been
studied in different fields to detect and prevent this critical SQL injection attack, including typically web
framework, static and dynamic analysis and method using machine learning [7].

The web framework in a wireless network provides the filtering methods for input values but it is only
filtering the special characters entered, so there are many obfuscate techniques using XSS. The static
analysis analyzes the types of user input so it is more effective than simple filtering method, but it has the
disadvantage that the attacks matching with the input type can’t be detected. The dynamic analysis can
find the weak point without modifying the web application but it can’t find all weak points. The static
and dynamic analysis method which complements the disadvantages of both static analysis and dynamic
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analysis is effective in detecting SQL injection attacks, but it has disadvantage that it is complicate
in using because it is used by mixing both static analysis and dynamic analysis. The method using
machine learning has the advantage of being able to detect unknown attacks but the misuse detection
(False-Negative and False-Positive) can occur [17,18].

In this paper, it was determined whether the malicious script code could be detected or not using SVM
(Support Vector Machine), which provides efficiency and accuracy in the process of a binary classification
and to increase the accuracy of binary pattern classification, the index term applying n-Gram and code
dictionary were generated. In the generated code dictionary the binary values obtained from matching
with lexical grammar in the malicious script code were applied to the input node of SVM.

This paper is organized as follows: In Section 2, the related studies for the malicious script code
classification was explained, in Section 3, XSS attack script pattern learning using SVM was described,
and in Section 4, the study results using SVM were explained. Finally, in Section 5, the conclusion and
future study direction were suggested.

2. Related work
2.1. SQL injection attack

A large number of applications that use database including the web application makes SQL queries
using the user input values. For user login, the web application makes SQL queries for user account and
password to check whether the user enters the effective account and password. At this time, the normal
action can be interfered by sending fabricated username and password to change the normal SQL queries
through SQL input attack technique [21].

In situations that the queries for database are generated dynamically, the input values of the user are
treated as a meaningful statement in database, but the input values are treated as a simple string in the
web application. Such attack method is called SQL injection attack.

Table 1
An example of the weak point of SQL input attack

$user_name = $_POST][ ‘username’]
$passwd = $_POST| ‘password’]
Mysql-query(“SELECT COUNT(*) FROM Users
WHERE username = ‘$user_name’ AND password = ‘$passwd’ ”);

Table 1 is an example of the weak point of SQL input attack that can be seen in the web application.
In this example, $user_name and $Passwd are where the user enters. At this time, if the attacker enters
the statement in $user_name as below, the SQL statement like Table 2 is created.

Table 2
A generated SQL statement by SQL input attack

SELECT COUNT(*) FROM Users
WHERE username = “or 1 = 1 -~ AND password = *’

13 40r1=1_77
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In this case, the WHERE clause will be always true for “OR 1 = 1”. That is, the attacker will obfuscate
the user authentication using SQL injection attack. These vulnerabilities of SQL injection attack of the
above Web application have been found in many websites in reality. If unsafe input information from the
outside is used in the sensitive tasks such as execution of the script or SQL statement, the vulnerability
of the Web application is exposed.

SQL injection attack converts SQL query syntax fixed into the existing web application into a new
malicious SQL query syntax using malicious data values and then it requests and handles the data in
database abnormally [12]. To prevent such SQL injection attacks, the web developers are basically using
filtering method of input data value, but there are lots of obfuscate methods so it is difficult to prevent
SQL injection only with simple filtering method. Therefore, it is necessary to have more advanced SQL
injection attack detection and prevention method than simple filtering method.

2.2. SQL injection attack detection method

2.2.1. Method using static and dynamic analysis

The mixed method of static and dynamic analysis analyzes SQL query statically in the Web application
and compares and analyzes the dynamic SQL query generated from the outside.

SQLCheck defines SQL injection attack and proposes sound and complete algorithm based on Context-
free grammars and Complier parsing techniques [27]. There are advantages of SQLCheck in that there
is no misuses detection (false-negative and false-positive) and the source code can be modified and
applied to the web application directly. AMNESIA finds hotspots that executes SQL queries in the web
application and then it creates every possible SQL queries [11]. The static SQL query generated and
dynamic SQL query received from the user are classified and analyzed using JSA Library.

Buehrer uses a parse tree that is used a lot in lexical analysis so it has advantage that SQL query syntax
can be analyzed correctly [1]. However, since SQL query syntax is different for each DBMS, it has the
disadvantage of being dependent on DBMS. Wei proposed the method to detect the SQL injection attack
by comparing and analyzing the static SQL query which is the stored procedure in the Web application
and dynamic SQL query generated dynamically by making control flow graph [26]. Different from
detecting and preventing method of SQL injection attack at the CGI-tier, this method can generaly detect
and prevent the SQL injection attack at DBMS and stored procedure.

2.2.2. Method using SQL query profiling

Park et al. [15] detected the SQL injection attack by comparing and analyzing the dynamic SQL
query generated dynamically, profiling the SQL query of the web application using “Pairwise sequence
alignment of amino acid code formulated” method. This method can detect SQL injection attacks without
modifying the web application, but it is inconvenient in that whenever the web application is changed, it
should be profiling again.

2.2.3. Method using machine learning

Valeur proposed the Intrusion Detection System using machine learning [10]. This method learns the
SQL query that generates from the web application, creates the detection model, and identifies the SQL
injection attack by checking the SQL query generated in real time is the same as training model. This
method can effectively detect and prevent the unknown attacks such as Zero-day attack. However, if
insufficient training data set is used, the misuses detection (false-negative and false-positive) can occur.

WAVES finds the weak point in the web application through web crawler and it forms the attack code
based on the pattern list and attack techniques [12]. The weak point of SQL injection attack is found
using formed attack code.
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Fig. 1. A malicious script code detecting process.
3. XSS attack script pattern training using SVM

In case of existing malicious script code detection, the filtering is performed through pattern matching
of specific words, but if the modified type of malicious script code is transmitted, this can’t perform the
filtering effectively and as the number of pattern is increased, it has a problem of increasing the time for
filtering the malicious script code proportionally.

To solve such problems, in this paper the data set obtained through matching the malicious code
pattern generated using n-Gram and code dictionary were applied to SVM classifier and the detection
of malicious script was performed efficiently. N-Gram indexing and the malicious script filtering using
SVM perform the following steps.

3.1. Entire configuration of mobile malicious script code detection method

To experiment the method proposed in this paper, after collecting the normal script code and malicious
script code, the code dictionary and n-Gram index term were generated from collected code. Code
dictionary was created manually by applying the frequency of words and the index term was created
automatically by applying n-Gram for vocabulary in the script. In here, the training data set and test data
set were formed by matching the generated index term and code dictionary.

The training data set generated from preprocessing step performs the training process of SVM classifier,
and the test data set determines whether it is the normal script code or malicious script code by entering
test pattern for malicious code. The entire configuration module for the malicious script code detecting
using n-Gram index term and SVM is shown in Fig. 1.

3.2. Malicious script code pattern generation

The code dictionary is generated by extracting m number of high-frequency words, examining the
frequency of lexical grammar in the code. In the generated code dictionary, the lexical grammar related
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Table 3
An example of code dictionary
Code indexing 1 2 3 4 e n
Code dictionary SELECT UPDATE  INSERT Login ... DELETE
Code indexing 201 202 203 204 e m
Code dictionary ~ password AND username account ... Param1
Table 4

An example of code dictionary using n-Gram

Query  Unigrams Bigrams Trigrams

A SELECT SELECT LastName SELECT_LastName_FROM
LastName LastName _FROM LastName_FROM _users

FROM FROM _users FROM _users_-WHERE
users users ' WHERE users ' WHERE _UserID
WHERE WHERE _UserID WHERE _UserID_1
UserID UserlD_1
1

B SELECT SELECT_FROM SELECT_FROM _users
FROM FROM _users FROM _users_-WHERE
users users ' WHERE users_-WHERE _login
WHERE WHERE _login WHERE _login_victor’
login login_"victor’ login_"victor’_AND
’victor’ ’victor’ _AND ’victor’ _AND_password
AND AND_password AND_password_’123’
password password_’123’
123

to malicious code is set. The index of code dictionary is composed of m number of words that match
with the number of SVM input nodes and it is used for matching the generated index terms and words
defined in code dictionary. Table 3 shows an example of generated code dictionary.

3.3. N-Gram index term generation

N-Gram is applied to the first collected codes to generate the training data set or test data set for
collected codes, and the index term is generated by applying bigram to 4-gram using collected codes as
shown in Table 4. The training data set or test data set is formed by matching index terms generated
from this and code dictionary generated from Table 3.

— Query A: SELECT LastName FROM users WHERE UserID = 1
— Query B: SELECT * FROM users WHERE login = victor’ AND password =123’

3.4. SVM dataset generation

Figure 2 is the step that applies the index term generated by applying n-Gram and code dictionary. If
the index term applying n-Gram and dictionary word are matched, it will have the value 1 (matching)
as shown in Table 5 but if it can’t find the matching words in code dictionary, it will have the value 0
(mismatching).

Table 5 shows the result obtained from matching the index term generated by applying n-Gram with
code dictionary. After forming the training data set or test data set using matching result values as shown
in Table 5, it is used as input vector of SVM. At this time the training step is performed using SVM
classifier or the malicious script code is filtering using test data set.
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Table 5
A matching result of code dictionary and n-Gramindexing
Indexing of code dictionary 1 2 3 4 5 ...... 200 ......
Code set (1) 1 0 1 1 0 ...... )
Code set (2) 1 1 0 1 0 ...... o ......
Code set(n-1) L.
Code set (n) o 1 1 0 1 ...... 0o ......
Table 6
A SVM training data set in experiment
Data SetCode type Training set (Total 500)
Normal code Normal code (250)
Malicious code SQL injection related malicious code (250)
\ Script Code Collection ‘
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Fig. 2. A preprocessing for applying n-Gram indexing and SVM.
4. Experiments and results of XSS attack detection using SVM
4.1. Experiment environment of XSS attack detection

For XSS attack detection experiment, SQL injection attack code data among XSS attacks was collected,
and with the collected sample, the training data set and test data set for SVM application were formed
through preprocessing step explained in Section 3.

Each data set is composed of normal code and malicious code, and SQL injection related code from
collected data set is classified as a malicious code and the rest is classified as normal code. Table 6 shows
the SVM training data set for SQL injection malicious code filtering, and the number of training data set
consists of 500. Among 500 training data, the normal code and malicious script code consists of 250,
respectively.

The entire configuration for XSS attack detection proposed in this paper is shown in Fig. 3 and the
experiment was performed using libSVM library [6] for spam mail filtering and the experiment results
according to libSVM parameters were compared.

4.2. Results

The most efficient classification method of mobile malicious script code was studied and the perfor-
mance for each classification method was measured. Total of 500 script codes were collected to perform
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Fig. 4. A result of applying dot kernel.

the test, including 250 script codes were set as a training data set for SVM learning and 250 script codes
were used as a test data set. In here, the normal script code and malicious script code were composed as
50% ratio, respectively.

The types of kernel used in test environment were Dot, Polynomial and Radial, and these three kernel
functions were used to perform test. The performance of malicious script code detection according to
kernel function is as follows.

4.2.1. Results of applying dot kernel

Dot kernel was used as a first test kernel function and m number of nodes which were matched with
input node as the input node of SVM. The detection rate of malicious script code according to test data
set increase is shown in Fig. 4.

The important characteristics according to the result are that as the number of test set was over 300, the
normal malicious script code detection ratio decreased, while the false positive ratio and false negative



282 J.-H. Choi et al. / Detection of cross site scripting attack in wireless networks using n-Gram and SVM

100

90 4 =@~ Degree 1
== Degree 4

"% 1

97 +-

Detection rute (%)

50 100 150 200 250 300 350 400 450 500
Test set (mumber)

Fig. 5. A result of applying polynomial kernel.

ratio were increased. It is because there are many cases that the grammar of SQL syntax and diversity of
variables in some script code are defined differently from the trained result through SVM.

4.2.2. Results of applying polynomial kernel

Polynomial kernel includes the parameter values and the test can be performed by adjusting the
parameter values as shown in Eq. (1). The parameter has integer value and the test was performed by
adjusting the degree value of parameter.

k(z,y) = (xxy+1)7 (1)

In the test using Polynomial kernel, it showed the similar false-positive ratio and false-negative ratio
to Dot kernel method, but the malicious script code detection ratio showed more superior test results and
the entire test result using Polynomial kernel is shown in Fig. 5. As shown in the test results of Fig. 5,
when the degree value of parameter was set to 1, it had slightly better results than set to 4, and when
the degree value was set to more than 4, the result value was impossible to derive due to the increase of
false-positive and false negative ratios.

4.2.3. Results of applying radial kernel

As a last applied kernel function, Radial was used and the kernel function is defined as shown in
Eq. (2). The parameter has real number value and the test was performed by adjusting the gamma value
of parameter.

lz — gy

K(x,y) =exp <—T> (2)

In the test using Radial kernel, it showed the similar false-positive and false-negative ratio to the test
result using Dot or Polynomial kernel method, but it showed the most excellent performance in the result
of entire malicious script code detection.

The most important characteristics in the method using Radial kernel, the false-negative ratio was the
best when the gamma value was set to 0.2 but it had a problem of increasing false-positive ratio relatively.
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Table 7
Experimental resultsbyapplying each kernel function and arameter
Kernel Feature = Parameter Test set (500)

definition FP FN Detection Detection
recall precision

Dot Kernel 127 N/A 1.3 35 95.8 96.8

Polynomial 127 degreel 1.3 32 93.1 96.8

Kernel degree 4 12 3.6 94.8 97.0

Radial 127 gamma0.2 2.1 1.1 96.4 97.7

Kernel gamma0.6 19 1.1 96.4 97.5

— FP: False positive, FN: False negative.
— Detection precision = malicious code/classified malicious code.
— Detectionrecall = malicious code/total malicious code.
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Fig. 6. A result of applying radial kernel.

In addition, when the gamma value was set to 0.01, the malicious script code detection ratio had the
similar result to the malicious script code detection ratio using Dot or Polynomial kernel method, but it
showed slightly less performance by comparing with different gamma values. The test results according
to each kernel function and parameter are shown in Table 7.

The performance evaluation of malicious script code detection is expressed as detection precision
and detection recall. As a result, the method applying Radial kernel as shown in Table 7 showed more
excellent performance than Dot or Polynomial kernel in the test results of malicious script codedetection,
especially when gamma was set to 0.2, the most excellent performance of malicious script code detection
was shown.

4.3. Performance comparison of malicious script code detection

In order to compare the performance between the method proposed in this paper and existing detection
methods of malicious script, Naive Bayesian approach and keyword pattern were used as test filters for
malicious script code detection. The method proposed in this paper collected 500 script codes and by
having 65% and 35% composition of normal script and malicious script code ratio, the malicious script
code detection test was performed.
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Table 8
A result of malicious script code detection test
Filter used  Parameter False False Detection Detection
Positive (%) negative (%) recall (%) precision (%)
SVM gamma0.2 1.7 0.9 96.3.9 97.2
Keyword None None None 60.2 94.8
patterns
Naive None 4.4 6.9 94.4 92.6
Bayesian

The malicious script code detection precision and malicious script code detection recall were used
as the performance evaluation method for proposed method and the existing methods, and the method
of applying n-Gram index term and SVM showed better performance than the method using keyword
pattern in the malicious script detection precision and it had similar results to the Naive Bayesian method.
In addition, the malicious script code detection recall showed more excellent filtering performance than
methods using Naive Bayesian and keyword pattern and even though there is a slight difference according
to the applied kernel function to the malicious script code vusing proposed method, it took average of
about 1.5 seconds.

When the malicious script code detection was conducted using n-Gram index term and SVM as above,
the superior performance could be identified in detecting malicious script code and the more improved
results than existing methods could be seen in the malicious script code detection recall.

5. Conclusion

In this paper, the method to detect the SQL injection malicious script code which is the typical XSS
attack using n-Gram indexing and SVM (Support Vector Machine) was proposed. In order to test the
proposed method, the test was conducted after classifying each data set as normal code and malicious
code, and the malicious script code was detected by applying index term generated by n-Gram and data
set generated by code dictionary to SVM classifier. For kernel functions used in SVM classifier, Dot,
Polynomial and Radial methods were used and the test results for each kernel method were explained in
Table 7.

When the radial method was used as a kernel function of SVM classifier, it showed the most excellent
performance, and comparing the existing studies such as Naive Bayesian methods showed the improved
performance in the malicious script code detection. However, the codes containing a lot of SQL syntax
has the problem of decreasing detection performance as the ratio of vectors that is out of the trained results
values by SVM classifier increases. The solution for this can be resolved through pattern definition of
SQL syntax in the preprocessing step. In this study, the malicious script code detection was performed
limited to SQL injection attack which is the representative malicious script. However, it is necessary to
detect various types of script-based malicious codes in the future.
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